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Applications and Deployments 

Intrusion Detection Systems ( IDS) are essential for enhancing cybersecurity. Its 

deployment can either centralized or distributed with the primary intention of detecting abnormal 

intrusions on network systems. Several IDF systems have specific functions like the IoT based 

IDS is mainly used in giving protection to applications by converging both the internet and smart 

objects.1 It works by recognizing anomalous behaviors by computers.2 The use of traditional 

NIDS with IoT is ineffective since it produces many alerts that have false alarm rates. However, 

the human network administrators find it difficult to inspect the alerts manually. 

Centralized networks are safer when the Cloud-Based IDS are deployed on their nodes. It 

works best for large firms like Microsoft Azure and helps in protecting their infrastructure, 

software, and model platforms. However, due to modules, most of which are remotely located 

and potentially complex, the identification of malicious activities becomes challenging.3 Fog- 

based IDSs work to prevent the exchange of sensitive data over the internet, computers, and 

mobiles. 4 They are mostly deployed at the edges of the networks to deal with cloud challenges, 

including the low-latency, high mobility, and geographical distribution.5 The main challenge 

with the Fog-based IDS is they are distributed norm and decentralized, with the former mainly 

concerned with how virtual machines can get either host or context information. 

The backbone-based IDS are fixed on backbone nodes where many networks are 

connected by a portion of a network system. Its main function revolves around monitoring and 

analyzing data transmissions on networks.6 While NIDS is being deployed on backbone 

networks, multi-agent systems are preferred to make them more effective and efficient.7 The 

main methodology used by the detection agents is either the misuse-based or the anomaly-based 

technology while trying to get interruptive events.8 There are, however, still challenges mainly 
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in designing an IDS, which is effective and can help reduce the number of false alarm rates for 

major attacks like the DDoS. 

Data center-based IDSs are always fixed on essential servers of major data centers, which 

are used by the organizations in logging, processing, and disseminating data in huge amounts. It 

is mainly charged with ensuring safety during server/client and client/server systems.9 It also 

ensures security management and continually ensures that there is a solidified backup as it 

monitors and puts to control the suspicious events endangering the safety of the information.10 

Besides, the virtualization technology that is being used by most of the companies has been 

prone to new vulnerabilities every time due to virtual machines and the use of migrating data 

centers.11 Access point-based IDSs are tasked with ensuring the security of the access points.12 

They mainly link the subscribers of a particular network to the service provider and across other 

network systems.13 Wireless LANs, for example, are crucial in monitoring unauthorized access 

with its Radio spectrum being monitored by WIDS.14 Besides, to ensure that malicious activities 

are being defined effectively, data dimensionality should be ensured for heterogeneous sensors 

that of radios and antennas of the wireless spectrum. 

In conclusion, Intrusion Detection Systems help in protecting software against cyber 

adversaries due to the large scale use of technology. During their application and deployment, 

they are either centralized or distributed. It is also essential to note that the IDS systems 

contribute to the security of comuters, networks, and softwares through ensuring their 

availability, integrity, and confidentiality. They help in detecting any attacks to facilitate faster 

action that will facilitate the security of the computer. 
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